SERVICIOS Y ALICACIONES WEB

5. Crea un sitio Web seguro usando tu propio certificado digital (Windows y Linux).

Tenemos que instalar openssl para crear el certificado digital en apache2

root@adrian-VirtualBox: /home/adrian

adrian@adrian-VirtualBox:~$ sudo su
[sudo] password for adrian:
root@adrian-VirtualBox: /home/adrian# apt-get install openssll

Una vez instalado, ejecutamos la siguiente orden. sudo onpenssl genrsa -des3 —out server.key
1024, para generar nuestra llave.

root@adrian-VirtualBox: /home/adrian

adrian@adrian-vVirtualBox:~$ sudo su
[sudo] password for adrian:
root@adrian-VirtualBox: /home/adrian# apt-get install openssl
Leyendo lista de paquetes... Hecho
Creando arbol de dependencias
LeyenTo la informacidén de estado... Hecho
openssl ya esta en su version mas reciente.
fijado openssl como instalado manualmente.
El paquete indicado a continuacidn se instald de forma automatica y ya no es nec
esarios.
thunderbird-globalmenu

Utilice «apt-get autoremove» para eliminarlos.
® actualizados, ® se instalaran, ©® para eliminar y 145 no actualizados.
root@adrian-VirtualBox: /home/adrian# openssl genrsa -des3 -out server.key 1024.
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Nos pedirad que introduzcamos una contrasefia de 4 caracteres como minimo.

root@adrian-VirtualBox: /home/adrian

adrian@adrian-VirtualBox:~$ sudo su
[sudo] password for adrian:
rPot@adrian—VirtualBox:/home/adrian# apt-get install openssl
Leyendo lista de paquetes... Hecho
Creando arbol de dependencias
Leyendo la informacidn de estado... Hecho
openssl ya esta en su version mas reciente.
fijado openssl como instalado manualmente.
El paquete indicado a continuacién se instalo de forma automatica y ya no es nec
esarios.

thunderbird-globalmenu
Utilice «apt-get autoremove» para eliminarlos.
® actualizados, © se instalaran, @ para eliminar y 145 no actualizados.
root@adrian-VirtualBox: /home/adrian# openssl genrsa -des3 -out server.key 1824
Generating RSA private key, 1024 bit long modulus
TR R i e

+H++++

e 1s 65537 (0x10001)
Enter pass phrase for server.key:
Verifying - Enter pass phrase for server.key:
root@adrian-vVirtualBox: /home/adrian# I

Ejecutamos el siguiente comando para crear el certificado

@O E root@adrian-VirtualBox: /home/adrian

root@adrian-virtualBox: /home/adrian# openssl req -new -key server.key -out server.
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Ponemos la contrasena y después rellenamos los datos que nos pregunten como Pais,
Provincia, localidad, nombre......

root@adrian-VirtualBox: /fhomefadrian

:Bot@adrian—virtualBox:fhomefadrian# openssl req -new -key server.key -out server.csr
Enter pass phrase for server.key:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:ES
State or Province Mame (full name) [Some-State]:Murcia

Locality Name (eg, city) []:Lorca

Oorganization Name (eg, company) [Internet Widgits Pty Ltd]:Adrian
organizational Unit Name (eg, section) []:2°ASIR

Common Name (e.g. server FQDN or YOUR name) []:Adrian

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:1234

An optional company name []:Adrian
root@adrian-virtualBox: /home/adrian#

Vemos que los archivos del certificado estan creados

Tguipo

= Carpeta per...

= carpeta personal

K& Escritorio |
. - d - ) [ s
&d Descargas j . .
Descargas Documentos Escritorio Imagenes
il Documentos . csr
=] Imagenes ,' i 5
i Masica J ! ot - -
8 Vvideos Musica Plantillas Publico Videos
= sSistemadea... =
= 5 - -
= Papelera [S—
Ejemplos
Red e =
=i Examinar la ... @ ™ @ server.csr (~) - gedit

n ’ Abrir ~ £ Guardar |. Deshacer

server.csr 3% server.key 3%
[----- BEGIN CERTIFICATE REQUEST-----
MIIBODCCATKCAQAWZDELMAKGA1UEBhMCRVMXDZANBgNVBAgMBk11cmNpYTEOMY
A1UEBWWFTGOYY2EXDzANBgNVBAoMBkFkcmlhbjESMBAGAIUECWWIMSOCWrpBU{
MQ8wDQYDVQQDDAZBZHIpYW4wWgZ8wDQYIKoZIhvcNAQEBBQADgYOGAMIGIAOGBAIL
1LYYN/YCMLFEVrRRNB6UrXt1nQlK7FxMvPkO7xc4kswq
+Nd4G1lfWaciIVOozB5TZI
tuill8PjQQKU63V+XOF1IyBS1F869TctviVFfqQcANIywhLLCGQtE/
M819uP1tERtcp
rRE1dtAKLYkPpvdYe81lrWNFfAQNGIWMYMINE6Vj63AgMBAAGGLDATBgkqhkiGoy
CQcxBgwEMTIZNDAVBgkghkiGO9wOBCQIXCAWGQWRYaWFUMABGCSqQGSIb3DQEBBY
A4GBAJLSTS4HhOweTpx7ovbPSXsZCjEAQaKVxI7t2NrVQDmanchnchZows{
tiwHfaf8hI1lp/DegEdjzvFvdavRyeBoAmjhYfmxM7qW31NG6T
+rfD61gCSkrOpOWF
Texto plano ~

Ancho de la tabulacién: 8 ~ Ln1,Col1
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Ejecutamos el siguiente comando que nos genera el archivo .crt que es el certificado.

root@adrian-VirtualBox: /home fadrian

root@adrian-vVirtualBox: /home/adrian# openssl x509 -req -days 365 -in server.csr -signkey
server.key -out server.crt

v Y—100

root@adrian-VirtualBox: fhome/adrian

root@adrian-VirtualBox: /home/adrian# openssl x509 -req -days 365 -in server.csr -signkey
server.key -out server.crt

Signature ok

subject=/C=ES/ST=Murcia/L=Lorca/0=Adrian/0U=2\xC3\x82\xC2\xBAASIR/CN=Adrian

Getting Private key

Enter pass phrase for server.key:

root@adrian-VirtualBox: /home/adrian#

Vemos que el certificado esta creado correctamente

Eqylpo P carpeta personal

-l d -]

Descargas Documento

s Carpeta per...
&4 Escritorio

. Visor de certificados
&l Descargas

it Documentos Adrian

Llimagenes - | | 1dentidad: Adrian

i Masica " — Verificado por: Adrian

@ Videos Musica Plantillas caduca: 14/11/14

— Sistemadea... A v Detalles

- 8

JFiRapeiera Emos Nombre del asunto

Red c (Pais): ES

& Examinar la ... ST (Estado): Murcia
L (Localidad): Lorca
O (Organizacién): Adrian
OU (Unidad de organizacion): 2A°ASIR
CN (Nombre comun): Adrian

Nombre del emisor

C (Pais): ES

ST (Estado): Murcia
L (Localidad): Lorca

O (Organizacién): Adrian
OU (Unidad de organizacién): 2A°ASIR
CN (Nombre comun): Adrian

Certificado emitido

Version: 1

NuUmero de serie: 00 DC 8E 84 50 9B 01 BO 77
No es valido antes de: 2013-11-14

No es valido después de: 2014-11-14
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Copiamos el certificado server.crt a la carpeta /etc/ssl/certs

root@.‘In-dri_an-‘-.ﬁ_rtualBox:,.:’home,.-"ad'ri_an# cp server.crt fetc/ssl/certs
root@adrian-VirtualBox: /home/adrian#

[im Imagenes

Musica
i ' =1
Il Vvideos RSA_Root_
~ Sistemadea... Certificate_1.pem
o Papelera
Red A
& Examinar la ... SecureTrust_CA.
pem
A
Sonera_Class_1_
Root_CA.pem

ssl-cert-snakeoil.
pem

A

RSA_Security_2048_
v3.pem

A
Security_
Communication_
EV_RootCA1.pem

A
Sonera_Class_2_
Root_CA.pem

A
Staat_der_
Nederlanden_Root_
CA.pem

A
Secure_Global_CA.
pem

A
Security_
Communication_
Root_CA.pem

A
spi-ca-2003.pem

> |

A
SecureSign_
RootCA11.pem

A
spi-cacert-2008.pem

Staat_der |
Nederlanden_R |

CAl——

—- wserver.crt» seleccionado (839 bytes’

Y también copiamos server.key a la carpeta /etc/ssl/private

root@adrian-vVirtualBox:/home/adrian# cp server.key /etc/ssl/private

root@adrian-VirtualBox: /home/adrian#
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Nos vamos a /etc/apache2/sites-avalible y modificamos default-ssl quitando las almohadillas al
SSLoptions

rr)r}t@ar.:lri_an-\.fi_rItualE.r)' :fetc/apache2/sites-available# gedit default-ssl

| ] defaulk-ssl 3%
applied even

= under a "Satisfy any" situation, i.e. when it applies
access 1s denied

# and no other module can change 1it.

= 0 OptRenegotiate:

= This enables optimized SSL connection renegotiation
handling when SSL

= directives are used in per-directory context.

#ssLoptions +FakeBasicAuth +ExportCertData +StrictRequire
<FilesMatch "\.(cgi|shtml|phtml|php)5"=
SSLoptions +StdEnvVars
</FilesMatch=
<Directory Jusr/lilb/cgi-bin=>
SSLoptions +StdEnvVars
</Directory=

= SS5L Protocol Adjustments:
= The safe and default but still SSL/TLS standard compliant

shutdown
= approach is that mod_ssl sends the close notify alert but

doesn't wait for
= the close notify alert from client. When you need a

Texto plano ~ Ancho de la tabulacién: 8 ~ Ln 144, Col 1 INS
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También modificamos el SSLcertificatefile y el Key file por las rutas donde hemos copiado el
certificado y la llave

adrian@adrian-virtualBox:~$ sudo su
[sudo] password for adrian:

root@adrian-VirtualBox: /home/adrian# cd /etc/abnache?/sites-available
root@adrian-Virtualt €& @™ & *default-ssl (/fetc/apache2/sites-available) - gedit

default default-ssl
root@adrian-virtualk

root@adrian-virtualt n BB Abrir - BB Guardar & € Deshacer

*defaultssl 3%
% /usr/share/doc/apachez.2-common/README.Deblan.gz tor more

Archivo Editar Ver Buscar Herramientas Documentos Ayuda

info.
= If both key and certificate are stored in the same file,
only the

I

# SSLCertificateFile directive is needed.

Server Certificate Chain:

Point SSLCertificateChainFile at a file containing the
concatenation of PEM encoded CA certificates which form the
certificate chain for the server certificate. Alternatively
the referenced file can be the same as SSLCertificateFile
when the CA certificates are directly appended to the

HHRHERR

server
certificate for convinience.
#SSLCertificateChainFile /etc/apache2/ssl.crt/server-ca.crt

Certificate Authority (CA):

Set the CA certificate verification path where to find CA

certificates for client authentication or alternatively one

huge file containing all of them (file must be PEM encoded)
Texto plano * Ancho de la tabulacion: 8 ~ Ln 51, Col9 INS

HHERH

Habilitamos el SSL con el siguiente comando

root@adrian-VirtualBox: /

root@adrian-virtualBox: /# a2enmod ssll
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IH

Habilitamos default-ssl con la orden “a2ensite default-ss

root@adrian-VirtualBox: fetcfapache2/sites-available

root@adrian-VirtualBox: /# a2enmod ssl
Enabling module fsl.
See fusrfshare/ducfapache?2.2-common/README.Debian.gz on how to configure SSL and
create self-signed certificates.
To activate the new configuration, you need to run:
service apache2 restart
root@adrian-VirtualBox: /# cd fetc/apacheZ/sites-available
root@adrian-VirtualBox: /etc/apache2/sites-available# FRIZEAR-R (3TN EEE40
Enabling site default-ssl.
To activate the new configuration, you need to run:
service apache2 reload
root@adrian-VirtualBox: /etc/apache2/sites-available# I

Reiniciamos el servicio apache con la siguiente orden y nos pedira la clave del certificado

root@adrian-VirtualBox: /

root@adrian-virtualBox: fetc/apache2/sites-available# cd
root@adrian-virtualBox: fetc/apache2# cd
root@adrian-virtualBox: /etc# cd ..
rootgadrian-VirtualBox: /#
* Restarting web server apache2
apach{2: Could not reliably determine the server's fully qualified domain name,
using 127.0.1.1 for ServerName
... wWaiting apache2: Could not reliably determine the server's fully qualified
domain name, using 127.0.1.1 for ServerName
Apache needs to decrypt your SSL Keys for 127.0.1.1:443 (RSA)
Please enter passphrase: [ oK ]

root@adrian-virtualBox: /# I
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Ahora si entramos en el navegador y ponemos el protocolo https nos saldra el aviso para
aceptar nuestro certificado, le damos a entiendo los riesgos y afiadimos excepcion para entrar
a la pagina.

Bookmarks

£

Tools

Help

B Ty <€) 00:19 X Adrian

&= | @ hitps://localhost

ogle a I £

This Connection is Untrusted

You have asked Firefox to connect securely to localhost, but we can't confirm that your connection is
secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should | Do?

IF you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here! |
Technical Details

| Understand the Risks

4. Untrusted Connection

localhost

™ Add Security Exception

0= This C You are about to override how Firefox identifies this site.
‘ ~ ‘ Legitimate banks, stores, and other public sites will not
You have { ask you to do this. ur connection is
secure. S
Normally] [}Lo(ation: [pteps://localhost/ | [Getcertificate| ) prove that you
are going

Certificate Status
what S This site attempts to identify itself with invalid

G = | View... |
information. B
IF you usu Wrong Site jne is trying to
imperson
— Certificate belongs to a different site, which could indicate an
Eeboney identity theft.
. Unknown Identity
Techni
Certificate is not trusted, because it hasn't been verified by a
1 Undei recognized authority using a secure signature.
If you und tification. Even
if you Eru r connection.
Don't add & Permanently store this exception se trusted
identifica
| Confirm Security Exception | Cancel |
Add Exd -
@ Firefox automatically sends some data to Mozilla so that we canimprove your experience. Choose What | share| »
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Y ya podemos entrar a la pagina con el protocolo https.

File Edit View History Bookmarks Tools Help

{"i https://localhost/
& | & https://localhost +@| [B~ coogle q L @
—_

. 11t works!

" k This is the default web page for this server.

The web server software is running but no content has been added, yet.

Bty ) 00:20 2 Adrian

© Firefox automatically sends some data to Mozilla so that we can improve your experience. | Choose What I Share |
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